
. . M Washtenaw Commumty College Office of Curriculum and Assessment 

Program Information Report 

Principles of Cybersecurity (CTCYS) 
Certificate 
Program Effective Term: Fall 2016 

High Demand Occupation High Skill Occupation High Wage Occupation 

This program is designed to meet the emerging demand for highly skilled cybersecurity professionals within the information 
technology industry and business community. This certificate program provides an in-depth examination of cybersecurity technology 
with an emphasis on executing a vulnerability analysis of an organization network and network hardening. The student will be trained 
to use various tools to analyze networks for vulnerabilities and secure networks through the application of various defense 
mechanisms including firewalls, intrusion detection and Virtual Private Networks (VPN). 

Applying for Admission to the Program: 
In order to meet the requirements of the market for jobs in network security, students should have professional or educational 
experience in network and system administration. 

Program Admission Requirements: 
Students must have basic knowledge of Linux, Windows, working at the command line of any operating system and networking. 

Continuing Eligibility Requirements: 
Students must maintain a grade of "C" or better in the program requirements. 

CNT 206 
CNT 216 
css 200 
css 205 
css 210 

Internetworking I - Fundamentals 
Routing and Switching Essentials 
Introduction to Network Security - Security+ 
Essentials of Network Penetration Testing 
Network Perimeter Protection - CCNA Security 

Minimum Credits Required for the Program: 

4 
4 
4 
4 
4 

20 
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WASHTENAW COMMUNITY COLLEGE 

PROGRAM CHANGE OR DISCONTINUATION FORM 

Program Code: e'f't'CS Program N arne: Principles of Cybersecurity Effective Term: 2016-017 

c.rcys 
Division Code: BCT Department: CIS 

,---------------------------------------------------------------------------------------------, 
Directions: 

1. Attach the current program listing from the WCC catalog or Web site and indicate any changes to be made. 

2. Draw lines through any text that should be deleted and write in additions. Extensive narrative changes can be included on 
a separate sheet. 

3. Check the boxes below for each type of change being proposed. Changes to courses, discontinuing a course, or adding 
new courses as part of the proposed program change, must be approved separately using a Master Syllabus form, but 
should be submitted at the same time as the program change form. 

Requested Changes: 

0Review 
1:8JRemove course(s): CIS121/CNT201 _______ _ 
i:8JAdd course(s): CSS205 ~.75 .:<-10 
1:8JProgram title (title was Foundations of Computer Security) 
IZIDescription 
0Type of award 
0Advisors 
0Articulation information 

Show all chan es on the attached 

Rationale for proposed changes or discontinuation: 

0Program admission requirements 
0Continuing eligibility requirements 
D Program outcomes 
0Accreditation information 
0Discontinuation (attach program discontinuation 

plan that includes transition of students and timetable 
for phasing out courses) 

00ther ___________ _ 

The existing certificate requirements did not include the prerequisite courses. Courses were included that were not pertinent 
to the discipline. The description also had some inaccuracies. 

Financial/ staffing/ equipment/ space implications: 

List departments that have been consulted regarding their use of this program. 

The CIS department was consulted. 
Si natures: 

Reviewer Print Name 

Initiator 

De artment Chair 

Division Dean/ Administrator 

Vice President for Instruction 

President 
l'>onQtWtltelu $h\\l!~c:J'art;a. ~ntered in: Banner..~· .,..=1-Dif: C&A Database,·_· ......._.__ Log File_....._._,~ Bo~ttd Approval.....:.~:~.~--.'·· 

Ub 

Date 

Please submit completed form to the Office of Curriculum and Assessment and email an electronic copy to sjohn@wccnet.edu for 
posting on the website. 

/11,¥'qu/ J.:LjJt, /1 S j 'v' 11r 

of¥i~e of Curriculum & ~sessment http://www.wccnet.edu/departments/currlculum 
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oui1clatio11S of Con1p11ter Seclirit)l (CTFCS) 
Cert~flcate 2013-2014 20 14 - 15 2015 - 2016 

Current Program 
Description 

In this introductory program. students wtll devefop the basic knowledge and skiHs that '11-'HI qualify them for 
admission into the Netv~·ork Security Advanced Certificate program Students •Nfll recerve an introduction to 
the princfples of information assurance and \Vrlf acquire baste skHis fn net\vork and system adminfstratfon 

Admissions Requirements 

-An Academic Math Level of 3 
-Students must also be experienced at tnstalling and conflguring computers and be comfortable with 
work~ng at the computer command lrne vl"tth DOS 

Applying for Admission to the P1·o9tmn 

In order to meet the requtremenls of the market for jobs in network security students should have 
significant professional or educa1iona~ experience tn netvvork and system administration and advanced 
courses in netv.,ork and sys!.em security. 

Continuing Eligibility 
Students n1us! maintam a grade or "C'' or better 1n the program requrrements 

Contact b~fonnation 

Division: Business/Computer Technologies 
Department: Computer Instruction Dept 

Advisors: M~chaet Galea 
John Tr·ame 

Requir·ements 
(Items marked in or<:mf~e are avaHabfe on nne.) 

Major/Area Requirements 

Oass Title Credits 

CNT 201 

OH2H3 

css 200 

Total 

Unu:.:JUNIK I. Fundamentals 

Admmistering Microsoft Windov.'s Client Operating Systems 

lnternetworklng 1- Fundamentals 

lnternetwor~~ing II -Routers 

Introduction to ~Jetvvork Security 

4 

3 

4 

4 

4 

19 



Principles of Cybersecurity 
2015- 2016 

Description: 

This program is designed to meet the emerging demand for highly-skilled cybersecurity professionals within the 

information technology industry and business community. This certificate program provides an in-depth 

examination of cybersecurity technology with an emphasis on executing a vulnerability analysis of an organization 

network and network hardening. The student will be trained to use various tools to analyze networks for 

vulnerabilities and secure networks through the application various defense mechanisms including firewalls, 

intrusion detection. and Virtual Private Networks IVPN). o1 
Admission Requirements: 

Students must have basic knowledge of Linux, Windows, working at the command line of any Operating 

System, and networking. 

Applyingforildmission to the Program 

In order to meet the requirements of the market for jot1s 1r1 netv,·mk security students should have 
~~~~i,ie:l'!l,.t professional or e(lucational expenence in ner,.vorh and system atjmtntstration euul i!l•ih'i!HUsi& 

S8WFEii!19 ~~ Rli!tW8Fit @HiHil 15)1et8r>n fSQiiHHit~t' 

Continuing Eligibility 
Students must matntatn a grade of "C" or better tn the progran1 ,-equtrements 

Contact Information 

Division: Bustness/Cornputer Technologies 
Department: Computer lnstructton Dept 

Advisors: Michael Gafea 

Requirements 
(Items marked in 

John Trame 

are avatlable online J 

Major/Area Requirements 

Add: 

CSS205 Essentials of 

Penetration Testing 

CSS210 Perimeter Security 

a ass Title I credits 

C.!·.T 2t)b 

tl<dalii dsteliii§ h1iti osotl ~\'i: o1ooi s J:liEI if f5per a tit 1g ~ystediS 

lnternetvvorkmg I -Fundamentals 

lntemetworking II -Routers 

Introduction to Network Secunt~· 

tf)o 1<:, -cf 1 ;J.t...t.-t<' f? _;· 
0 

C}Jf :;; {) 0 ( 

,do lt ucf I f"tVU?,f!;-:~ 

3 

4 v 

4 

css 200 

Total J./ 
20 



• tt Washtenaw Community College Office of Curriculum and Assessment 

Program Information Report 

cfFc.S 
School of Information Technology 
The School of Information Technology gathers the diverse areas that make up the computer technology of today. From basic 
programming languages to systems development through networking, these programs provide the core of information technology. 
Develop skills in computer networking or programming in the growing field of applied information technology. 

Washtenaw Community College offers programs at several levels for students who want to begin new careers, or advance in their 
existing careers. The first level is the certificate, which can vary from nine to thirty-six credits, depending on the field. Certificates 
generally prepare students for entry-level jobs. 

After completing a certificate, students can progress to the next level, the advanced certificate. The credit hours required for these 
programs also vary. This type of certificate provides a more specialized level of skill development, and often allows students to 
upgrade their positions at their places of employment. 

The next level, an Associate in Applied Science, is available for some programs. For some career fields, it is possible to earn a 
certificate, an advanced certificate, and an Associate in Applied Science degree in the same field. In these cases, the credit hours 
from the certificate and advanced certificate can be applied to the credit hours needed for the Associate in Applied Science degree. 

Alternatively, students can earn an AAS in Occupational Studies by completing a certificate, an advanced certificate (if it exists) and 
General Education requirements. 

Com uter Securit 
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• !M Washtenaw Community College Office of Curriculum and Assessment 

Program Information Report 

Foundations of Computer Security (CTFCS) 
Certificate 
Program Effective Term: Fall 2015 

High Demand Occupation High Skill Occupation High Wage Occupation 

In this introductory program, students will develop the basic knowledge and skills that will qualify them for admission into the 
Network Security Advanced Certificate program. Students will receive an introduction to the principles of information assurance and 
will acquire basic skills in network and system administration. 

Applying for Admission to the Program: 
In order to meet the requirements of the market for jobs in network security, students should have significant professional or 
educational experience in network and system administration and advanced courses in network and system security. 

Program Admission Requirements: 
-An Academic Math Level of 3 
-Students must also be experienced at installing and configuring computers and be comfortable with working at the computer 
command line with DOS. 

Continuing Eligibility Requirements: 
Students must maintain a grade of "C" or better in the program requirements. 

CIS 121 
CNT 201 
CNT 206 
CNT 216 
css 200 

Linux/UNIX I: Fundamentals 
Administering Microsoft Windows Client Operating Systems 
Internetworking I - Fundamentals 
Internetworking II - Routers 
Introduction to Network Security 

4 
3 
4 
4 
4 

Minimum Credits Required for the Program: 19 
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W ASHTENAW COMMUNITY C 
PROGRAM CHANGE OR DISCONTINUATION FORM 

Program Code: CTFCS Program Name: Foundations of Computer Security Effective Terrr 

P't5 
Division Code: BCT Department: CISD 

Directions: 

1. Attach the current program listing from the WCC catalog or Web site and indicate any changes to be made. 

2. Draw lines through any text that should be deleted and write in additions. Extensive narrative changes can be 
a separate sheet. 

3. Check the boxes below for each type of change being proposed. Changes to courses, discontinuing a course, 
new courses as part of the proposed program change, must be approved separately using a Master Syllabus fot 
should be submitted at the same time as the program change form. 

Requested Changes: 

0Review 
~Remove course(s): CSS 180. CSS 205) q.Jf~ll 
0Add course(s): _______________ _ 
0Program title (title was ___ ) 
0Description 
0Type of award 
0Advisors 
0Articulation information 

Show all changes on the attached nage from the catalog. 

Rationale for proposed changes or discontinuation: 

0Program admission requirements 
0Continuing eligibility rec1uirements 
D Program outcomes 
0Accreditation information 
0Discontinuation (attach program discont 

plan that includes transition of students : 
for phasing out courses) 

00ther __________ _ 

Changes in industry rec1uirements. Moving C:SS 205 to advanced certificate. 

Financial/ staffing/ equipment/ space implications: 
None 

List departments that have been consulted regarding their use of this program. 
None 

Si natures: 
Reviewer Print Name 

Initiator Mike Calea 

De anment Chair ] ohn '1 'rame 

Division Dean/ Administrator Kimber! 1 Hurns 

Vice President for Instruction William Aberneth 1 

President 
Do not write in shaded area. Entered in: Banner C&A Database Log File Board Approval ll),C. 

ntl nt.D "n<) 
Please submit completed form to the Office of Curriculum and Assessment and email an electronic copy to lD!>hn( 
posting on the website. 



~CC >Programs> Fmmdations of Computer Security http: I /www. wccnet.edul academics/programs/view /program/CTFCS/ .. .. 
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ACADEMICS 
Foundations of Computer Security (CTFCS) 
Certificate 2013-2014 

Description 
In this introductory program, students will develop the basic knowledge and skills that will qualify them for admission 
Advanced Certificate program. Students will receive an introduction to the principles of information assurance and v 
and system administration. 

Admissions Requirements 
-An Academic Math Level of 3 
-Students must also be experienced at installing and configuring computers and be comfortable with working at the c 
DOS. 

Applying for Admission to the Program 
In order to meet the requirements of the market for jobs in network security, students should have significant profes: 
in network and system administration and advanced courses in network and system security. 

Continuing Eligibility 
Students must maintain a grade of "C" or better in the program requirements. 

Contact Information 
Division: Business/Computer Technologies 

Department: Computer Instruction Dept 
Advisors: Michael Galea, John Trame 

Requirements 

Major/Area Requirements 

Title 

Linux/UNIX 1: Fundamentals 

Class 

Q_S_121 

CNL.fill 

CNT 206 

Administering Microsoft Windows Client Operating Systems 

' 

mn~11 

lnternetworking 1- Fundamentals C'S I 2 2S /r 1 •. ~ ) 

lnstafliRg aRd CoRfigucing Windows Sei'VeF 2912 "r ·1 1,~ ~ t'Yl"' 3 p2.j/~ 
CNT 216 lnternetworking II - Routers 

CeR'Ip••ter Securitv I ~ GSS 188 

QSS 200 

0 
~Crla~a~~~Q~e----ii!eestse'T1urti1tiaemlss-,eelf'+~lkle>4YtviiEIJeii4Fitt-IP~e'T1ule'ettnra~tiioorrrr '1'1Te~sffiilihh'!9r77~ 

Introduction to Network Security 

Total 

Total Credits Required: 

Credits 

4 

3 

4 

4 

_.4.-

4 

3/2/2015 9:26AM 






































